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Instruction for TLSv1.2 Setup
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A. Browser Setup

a. Browser Compatibility Setting:

This site is best viewed in Internet Explorer 9.0. Internet Explorer 8 and Windows XP are no more
compatible due to vulnerabilities¢ Please visit below link for more details
https://www.microsoft.com/enus/WindowsForBusiness/eraf-xp-support
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If you are using Internet Explorer 10 or above then enable compatibility view available under
Tools menu as:

For Internet Explorer 1 Open the Website Press F12 on yoleyboardg Change the
Browser mode to IE@ Apply- OK
For Internet Explorer 140pen an Internet Explorer pagerools- Compatibility View Settings
URL of following web sites neededtokKeyy Ay (GKS W!I RR (KAa 6S0araiasSq
Of A 05 ¢ wdzbi 2y @
For GAS BIDDINR@tps://eps.buyjunction.iMgasbidding

b. Add to TrustedSite:

Open an Internet Explorer pagdools- Internet Options- Security tabg Select Trusted Sites
click Sites

URL of following web sites needed to bekeyotheSRA G 062 E dzy RSNJ WI RR (KA &
YR Of A0l W!' RRQ odzidz2y 2yS o6& 2yS
For GAS BIDDINKRtps://eps.buyjunction.in/gasbidding

e B 1 hitps:/<ps buyiunction.in/QEPS /security/getDGHSignInAction.do - @ & search... C

[Z| Welcome to mjunction Enter... L]
File Edit View Favorites Tools Help

= @] Suggested Sites v &] Web Slice Gallery ¥ |E| Welcome to mjunction Ent...

*.° Gas Bidding Portal.....

s Powered By mjunction

SIGN IN REGISTER FAQ ABOUT US BROWSER SETUP BIDDER MANUAL ENGLISH STQC CERTIFICATE JAVA AUTO SETTINGS

Wednesday, February 03, 2021 12:07:44 AM

System Requirements

L N Trusted sites X y - - USER CDDE|:|
This site is best viewed General Security Privacy Content Connections Programs Advanced
mjunction services ltd. - . .
Due to security vulneral ;1;10_u can adq”and rt;muve \Tlebslles_ fron:rlhls zone. All websites in select o " o sett ORGANIZATION [CAIRN INDIA ]
(a) Configuration of TLY N is zone will use the zone's security settings. elect a zone to view or change security settings. _
(b) Installation of Java T h
(c) Configuration of TL§ L
Y I fer tl i i .
o may please reler ddthisiwebsiiclotherzone Internet  Local intranet  Trusted sites Restricted sites Forgot Password? New User?
I Add .
TS Trusted sites - . oy el
g ites
This zone contains websites that you R
https://* buyjunction.in T < trust not to damage your computer or For any queries please feel free to call us on 033-
NeW OF | s //eps. buyjunction.in vour files. 6601-1717 / 033-6603-1747 / 08584008162
; junction.i You hi bsites in thi X
Tender https://qepsdemo.buyjunction.in ‘ou have websites in this zone. s ]ty (o Gy e CHED A o GEET
Tender Security level for this zone PM (Except Public/ Scheduled Holidays) ]

1) Docy
2) Doct [“]Require server verification (https:) for all sites in this zone

3) Doct Custom settings. .

- To change the settings, dick Custom level. If you are not registered with us you can call us on
Pre-T. - To use the recommended settings, click Default level. 033-6601-1717 / 033-6603-1747 / 08584008162
re-lej
Procedure For Online Registration In EPS For Open
Open Tenders Approaching End Date [[JEnable Protected Mode (requires restarting Internet Explorer) . Tender Suppliers.

£ ‘ Custom level.... Default level

, 12:23 AM
£ Type here to search I 2

2/3/2021
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c. TLS; Setup forlE
Follow (i)g (iv) asdescribed below with screen shots
(i) Internet ExploreiC ToolsC InternetOptions

S
oy S—— - - o
(56 [@ aboutabs 2=l 4l x| g | & || @rewrs x[I] 2

| Fle Edt View Favorites | Tools Help
Delete browsing history... Ctrl-+Shift-+Del
InPrivate Browsing Ctrl4Shift+?
Tracking Protection...
ActiveX Filtering s
Diagriose connestion problems. .
Reopen lest browsing session
Add site b0 Start menu

|
View downloads Ctrl+) = e (==
S Lo 4 ERIFY DIGITAL Welcome to mjunction https://myportal.mju... Welcome to mjunction
e ERTIFICATE Enterprise Procurem... Enterprise Procurem...
Manage add-ons
Compatibilty View
—_— —
Compatibility View settings
Subscribe to this feed...
Feed discovery »
= = — —
s B
F12 developer tools 2
lelcome to mjunction Welcome to mjunction 503 Service 503 Service
terprise Procurem... Enterprise Procurem... Unavailable Unavailable
— — — — —
I Discover other sites you might like Hide sites
Reopen closed tabs v InPrivate Browsing

Lisort| @ oMan| | F\[[ENes @re. | st |mEve..|@m. [Med. | (B0 | B | Fso.| Tun.| @ (@ |Eco..| (25 |G| vesktop »[2 [T F7 @ b 1229pM B
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(i) Click onAdvance

/€ New Tab - Windows Internet Explorer provided by Mjunction Services Limited

_(5]x]
—

6 [@ aboutiTabs e | K213 ﬁwmm...]Ewdmm.‘.lﬁwmmm!&wmmml /2 miunction.in I@wmmmlﬁjwmm..,| @ NewTab X {nf 29 €23
| Fle Edit View Favorites

21
General | Security | Privacy | Content | Connections | Programs [ Advanced
Settings

] Accelerated graphics

_ [ Use software rendering instead of GPU rendering™® = 7]
@ Accessibility
[ Always expand ALT text for images AL Welcome to mjunction https://myportal.mju... Welcome to mjunction

[ Enable Caret Browsing for new windows and tabs
[ Move system caret with focus/selection changes
[ Play system sounds
[ Reset text size to medium for new windows and tabs j=
Reset zoom level for new windows and tabs

[=] Browsing
Automatically recover from page layout errors with Compz
[0 Close unused folders in History and Favorites™®

Disable script debugging (Internet Explorer)

Disable script debugging (Other)

K1l | LI:J

*Takes effect after you restart Internet Explorer

Restore advanced settings
Reset settings

Resets Internet Explorer's settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

Enterprise Procurem... Enterprise Procurem...

B

Welcome to mjunction
Enterprise Procurem...

mjunction
jocurem...

503 Service
Unavailable

503 Service
Unavailable

Hide sites

@@ Some settings are managed by your system administrator.

oK '

InPrivate Browsing

Cancel Apply.

Oistart| €@ wovan| | Fy[[Sne. @re|

sti.. | EE0B... | @M. | Med.| % . % 7 | Bocon | Fsu] Tun. | @er. [@N | B co.. | (£

Un...| Desktop »[# [& [ B ( 12:33PM B

(iif) Pull down scroll bar to end

- X
e | https://eps buyjunction.in/QEPS/security/getDGHSignInAction.do -~ @& ¢ search. o~ <
[Z] Welcome to mjunction Enter... L]
File Edit View Favorites Tools Help
95 @] Suggested Sites v &] Web Slice Gallery v |E| Welcome to mjunction Ent... p
Internet Options ? X

*.° Gas Bidding Portal.....

General Security Privacy Content Connections Programs Advanced
3, 2021 12:05:53 AM

Settings
.
«n= Powered By mjunction L HITP settings o
Use HTTP 1.1
SIGNIN | REGISTER | FAQ | ABOUT US | BROWSER SETUP | BIDDER MANUAL ENGLISH | STQC CERTIFICATE | JAV| Use HTTP 1.1 through proxy connections
Use HTTP2
[=1 International *
System Requirements [ Always show encoded addresses
[[]send IDN server names for Intranet URLs
This site is best viewed in Internet Explorer 9.0. If you are using Internet Explorer 10 or above then enable compatibility view a Send IDN server names for non-Intranet URLs
Send URL path as UTF-8
mjunction services Itd. doesn't take any fee /charge for Providing Vendor Support, Vendor Training and Vendor Registration. [ Send UTF-8 query strings for Intranet URLs
Due to security iliti all users are to configure the following changes in Browser (Internet Explorer) & Java [1Send UTF-8 query strings for non-Intranet URLs
(a) Configuration of TLS 1.2 in Internet Explorer. Show Notification bar for encoded addresses
(b) Installation of Java Runtime Environment 1.8 latest update. 4 Multimedi
(<) Configuration of TLS 1.2 in Java Control Panel ultimedia . . : .
You may please refer the ‘Browser Setup’ tab for details. Enable alternative codecs in HTMLS media elements v
41 Fnable automatic imace resizing
< >

Notice

New Open Tender has been published for Gas Selling

NEW
Tender Document Reference Number: [ TO_BE_ADDED_LATER |
Tender Documents:
1) Document_001
2) Document_002
3) Document_003

-
Open Tenders Approaching End Date Tender Suppliers.

0%

<
H £ Type here to search

O 5 m B

e m

Reset Internet Explorer settings

@  Some settings are managed by your system administrator.

*Takes effect after you restart your computer

Restore advanced settings b to call us on 033

08584008162

rom 9:30 AM to 5:30
Holidays) ]

us you can call us on
747 / 08584008162

Resets Internet Explorer's settings to their default Reset....
condition.

‘You should only use this if your browser is in an unusable state.

Cancel

Apply

In EPS For Open

12115 AM
2/3/2021
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(iv) Check the check box against Use TLS 1.2 as shown picture bellow &ppbk

General | Security | Privacy | Content | Connections | Programs  Advanced |

Settings
Enable DOM Storage Al
Enable Integrated Windows Authentication™®
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support
Enable SmartScreen Filter
] use ssL 2.0
Use S5L 3.0
Use TLS 1.0
[ | Use 7] .1

] Use TLS 1.2 3
arn about certificate address mismatch®
[ warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

«| | »
*Takes effect after you restart Internet Explorer
Restore advanced settings I

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset... I

You should only use this if your browser is in an unusable state,
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d. TLSz Browser Compatibility Check

NOT all browser version (Internet Explorer) will support TLSv1.2 protocol. You may
check TLSv1.2 enable browser by visiting the below url.

https://en.wikipedia.org/wiki/Template:TLS/SSL support history of web browsers

Please note that in older browsers, you may not fiigke TLS 1.@ption as per below
dialogue box and hence this browser is NOT compatible. You need to upgrade your
browser tolnternet Explorer 9 or above

Internet Options @

Settings

[:] Do nok save encrypted pages to disk ~
] Empty Temporary Internet Files folder when browser is clc
Enable DOM Storage

Enable Intearated Windows Authentication™®

Enable memory protection to help mitigate online attacks™
Enable native XMLHT TP support

Enable SmartScreen Fiker

Use S5L 2.0

Use 551 3.0
Use TLS 1.0
Warn about certificate address mismatch®

[
[] warn if changing between secure and not secure mode ’
|

Warn if POST submittal is redirected to a zone that does n
¥
¢ | | s

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Resek Internet Explorer settings

Resets Internet Explorer's setkings bo their default
condition.

You should only use this if your browser is in an unusable state.

[ OK ] L Cancel J Anpls
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E EDGE browser setting

Step:1
Open Internet Property by following :
Go to start menu>click Windows+Run>enter the commiaetcpl.cpland click Ok

4l =7 Typethename of a program, folder, document, or Intemet SoMMSKALGE
=) resource, and Windows will open it for you.

Open: | inetcpl.cpl v| I E
Wi

4 2 B B

antal I ndentiZ] RemQUEstion:d eAadar.d oo FAVILY

| 0K H Cancel ‘ Browse... ‘

e Y
@ 53C Hae A U B G o,

Step 2:
Add the application URL to the Trusted Site List (Security> Trusted Sites)

Set the IE security levels as below (Security >Internet>Custom level):
VInternet: Mediunthigh (default)
V Trusted sites: Medium (default)

V{SEtSOG 9ylFroftS 2NJt NRPYLIG F2NJ 0KS NXBIj dzA NBR
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