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Instruction for TLSv1.2 Setup
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A. Browser Setup

a. Browser Compatibility Setting:

This site is best viewed in Internet Explorer 9.0. Internet Explorer 8 and Windows XP are no more
compatible due to wvulnerabilities — Please visit below link for more details
https://www.microsoft.com/en-us/WindowsForBusiness/end-of-xp-support
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junchion

If you are using Internet Explorer 10 or above then enable compatibility view available under

To

ols menu as:

For Internet Explorer 10 — Open the Website — Press F12 on your keyboard — Change the
Browser mode to IE9 — Apply - OK

For Internet Explorer 11 -Open an Internet Explorer page — Tools - Compatibility View Settings —
URL of following web sites needed to key-in in the ‘Add this website’ edit box one by one and
click “ADD"” button.

For GAS BIDDING: https://eps.buyjunction.in/gasbidding

b. Add to Trusted Site:

Open an Internet Explorer page - Tools - Internet Options - Security tab — Select Trusted Sites —
click Sites

URL of following web sites needed to be key-in to the edit box under ‘Add this website to the zone!’
and click ‘Add’ button one by one

For GAS BIDDING: https://eps.buyjunction.in/gasbidding

€

File Edit View Favorits

LI

es Tools Help

& https://eps.buyjunction.in/QEPS/security/getDGHSignInAction.do

[Z| Welcome to mjunction Enter...

1% €] Suggested Sites ¥ &] Web Slice Gallery v || Welcome to mjunction Ent...

- @ search.

*.° Gas Bidding Portal.....

amwwc: Powered By mjunction

SIGN IN

System Requirements

This site is best viewed

mjunction services ltd.
Due to security vulneral
(a) Configuration of TLY
(b) Installation of Java
(c) Configuration of TL§
You may please refer tl

New O!

Tender
Tender
1) Docy
2) Doct
3) Doct

REGISTER

FAQ ABOUT US BROWSER SETUP

Trusted sites

v

Add this website to the zone:

this zone will use the zone's security settings.

[
Websites:
https://*.buyjunction.in

https://eps.buyjunction.in
https://qepsdemo.buyjunction.in

Require server verification (https:) for all sites in this zone

Pre-Te|
Open Tenders Approaching End Date

<
E £ Type he

re to search

O

You can add and remove websites from this zone. All websites in

BIDDER MANUAL ENGLISH

STQC CERTIFICATE JAVA AUTO SETTINGS

Wednesday, February 03, 2021 12:07:44 AM

X

Add

Remove

=}

~

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

¢ ¢ v O

Internet Local intranet  Trusted sites Restricted sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files.

You have websites in this zone.

/ Sites
Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

D Enable Protected Mode (requires restarting Internet Explorer)

Custom level.... Default level

o% E =] x§ r3 e )

wi

PASSWORD ]
ORGANIZATION [CAIRN INDIA [v]

Forgot Password? New User?

. %7 Help Desk

For any queries please feel free to call us on 033-
6601-1717 / 033-6603-1747 / 08584008162

Timing: [ Monday to Saturday from 9:30 AM to 5:30
PM (Except Public/ Scheduled Holidays) |

If you are not registered with us you can call us on
033-6601-1717 / 033-6603-1747 / 08584008162

Procedure For Online Registration In EPS For Open
Tender Suppliers.

>

1223 AM
2/3/2021 EZZ

32
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c. TLS — Setup for IE
Follow (i) — (iv) as described below with screen shots
(i) Internet Explorer =» Tools =» Internet Options

[N 1 Vindows intems xpoer vt b Mimction s imea S L8l
T A —— - s =
(56 [@ aboutabs E2E (R31E3] - [ 2 we | i i @nevre x|l @ 752

| Fle Edt View Favorites | Tools Help
Delete browsing history... Ctrl-+Shift-+Del
InPrivate Browsing Ctrl4Shift+?
Tracking Protection...
ActiveX Filtering s
Diagriose connestion problems. .
Reopen lest browsing session
Add site b0 Start menu

-]

View downloads Ctrl+) =
Pop-up Blocker
SmartScreen Filter
Manage add-ons
Compatibilty Yiew
Compatibility View settings
Subscribe to this feed...

y ERIFY DIGITAL Welcome to mjunction https://myportal.mju... Welcome to mjunction
ERTIFICATE Enterprise Procurem... Enterprise Procurem...

»

Feed discovery
Windows Update [ | |
F12 developer tools 2
Icome to mjunction Welcome to mjunction 503 Service 503 Service
terprise Procurem... Enterprise Procurem... Unavailable Unavailable
e

el
— — —_— —

I Discover other sites you might like Hide sites

Reopen closed tabs InPrivate Browsing

Lisort| @ oMan| | F\[[ENes @re. | st |mEve..|@m. [Med. | (B0 | B | Fso.| Tun.| @ (@ |Eco..| (25 |G| vesktop »[2 [T F7 @ b 1229pM B
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(i) Click on Advance

/€ New Tab - Windows Internet Explorer provided by Mjunction Services Limited (8] x|

~) | & aboutTabs e | K213 &demetn...] Ewdmnem.‘.l ﬁwdmumm! &Weknmem.“l /2 mjunction.in Iﬁwdmnemml Ewmm..,l 2 NewTab X |_I {nf 29 €23

| Fle Edit View Favorites

21
General | Security | Privacy | Content | Connections | Programs [ Advanced
Settings

] Accelerated graphics
[ Use software rendering instead of GPU rendering™ 97] 57)
@ Accessiiity
[ Aiways expand ALT text for images AL Welcome to mjunction https://myportal.mju... Welcome to mjunction
[0 Enable Caret Browsing for new windows and tabs Enterprise Procurem... Enterprise Procurem...
[ Move system caret with focus/selection changes
[ Play system sounds
[ Reset text size to medium for new windows and tabs j= Co— ] —
Reset zoom level for new windows and tabs
[=] Browsing
Automatically recover from page layout errors with Compz
[0 Close unused folders in History and Favorites™®
Disable script debugging (Internet Explorer) [57]
Disable script debugging (Other) _I:J
Rl | > Mjunction Welcome to mjunction 503 Service 503 Service
*Takes effect after you restart Internet Explorer jocurem... Enterprise Procurem... Unavailable Unavailable

Restore advanced settings
Reset settings

Resets Internet Explorer's settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

Hide sites

@  Some settings are managed by your system administrator. InPrivate Browsing

OK ' Cancel Apply)

Distart| €@ wovan| | F[[E e @re. | st |mHoe.. | @iv... | Med.| % . % .| Boco. | @ sn| Tun... | @er. [ | Eco... | (4.,

Un...| Desktop »[# [& [ B ( 12:33PM B

(iii) Pull down scroll bar to end

- X
e | https://eps buyjunction.in/QEPS/security/getDGHSignInAction.do -~ @& ¢ search. o~ <
[Z] Welcome to mjunction Enter... L]

File Edit View Favorites Tools Help

95 @] Suggested Sites v &] Web Slice Gallery v |E| Welcome to mjunction Ent...

*.° Gas Bidding Portal.....

e Powered By mjunction

Internet Options ? X

General Security Privacy Content Connections Programs Advanced
3, 2021 12:05:53 AM
Settings

LI HTTP settings A
Use HTTP 1.1
Use HTTP 1.1 through proxy connections
Use HTTP2
[=1 International *
[ Always show encoded addresses
[[]send IDN server names for Intranet URLs
Send IDN server names for non-Intranet URLs
Send URL path as UTF-8

ng and Vendor Registration. [ send UTF-8 query strings for Intranet URLs
to configure the following changes in Browser (Internet Explorer) & Java [ Send UTF-8 query strings for non-Intranet URLS

SIGN IN REGISTER FAQ ABOUT US BROWSER SETUP BIDDER MANUAL ENGLISH STQC CERTIFICATE JAV|

System Requirements

This site is best viewed in Internet Explorer 9.0. If you are using Internet Explorer 10 or above then enable compatibility view a

mjunction services Itd. doesn't take any fee /charge for Providing Vendor Support, Vendor Trai
Due to security ilities, all users are
(a) Configuration of TLS 1.2 in Internet Explorer.

(b) Installation of Java Runtime Environment 1.8 latest update. Show Nofification bar for encoded addresses
(c) Configuration of TLS 1.2 in Java Control Panel % Multimedia ) )
You may please refer the ‘Browser Setup’ tab for details. Enable alternative codecs in HTMLS media elements™®
4 Fnahle automatic imaae resizina v
< >

okes ffectaferyou restartyour computer

Restore advanced settings

: . B to call us on 033-
New Open Tender has been published for Gas Selling

N Ew Reset Internet Explorer settings 08584008162
Tender Document Reference Number: [ TO_BE_ADDED._LATER ] Resets Interet Explorer's seftings to their defaul Reset... from 0130 AM to 5:30
Tender Documents: .

1) Document_001 You should only use this if your browser is in an unusable state.

3) Document_003 @  Some settings are managed by your system administrator.
us you can call us on
747 / 08584008162

ltion In EPS For Open
Open Tenders Approaching End Date Tender Suppliers.

v

L >
H L Type here to search O & m ﬂ o [ m 2 B @ g 1Z15AM B,

2/3/2021
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(iv) Check the check box against Use TLS 1.2 as shown picture bellow & click Apply

General | Security | Privacy | Content | Connections | Programs Advanced |

Settings
Enable DOM Storage Al
Enable Integrated Windows Authentication™®
Enable memory protection to help mitigate online attacks™
Enable native XMLHTTP support
Enable SmartScreen Filter
] use ssL 2.0
Use S5L 3.0
Use TLS 1.0
[ | UseT1S 1.1

] Use TLS 1.2 3
arn about certificate address mismatch®
[ warn if changing between secure and not secure mode
Warn if POST submittal is redirected to a zone that does n

«| | »
*Takes effect after you restart Internet Explorer
Restore advanced settings I

Reset Internet Explorer settings
Resets Internet Explorer's settings to their default Reset... I
condition.

You should only use this if your browser is in an unusable state,

Confidential © mjunction services limited
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d. TLS - Browser Compatibility Check

NOT all browser version (Internet Explorer) will support TLSv1.2 protocol. You may
check TLSv1.2 enable browser by visiting the below url.

https://en.wikipedia.org/wiki/Template:TLS/SSL support history of web browsers

Please note that in older browsers, you may not find Use TLS 1.2 option as per below
dialogue box and hence this browser is NOT compatible. You need to upgrade your
browser to Internet Explorer 9 or above

Internet Options @

Settings

[:] Do nok save encrypted pages to disk ~
] Empty Temporary Internet Files folder when browser is clc
Enable DOM Storage

Enable Intearated Windows Authentication™®

Enable memory protection to help mitigate online attacks™
Enable native XMLHT TP support

Enable SmartScreen Fiker

Use S5L 2.0

Use 551 3.0
Use TLS 1.0
Warn about certificate address mismatch®

[
[] warn if changing between secure and not secure mode ’
|

Warn if POST submittal is redirected to a zone that does n

2
¢ | | s

*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Resek Internet Explorer settings

Resets Internet Explorer's setkings bo their default
condition.

You should only use this if your browser is in an unusable state.

[ OK ] L Cancel J Anpls

Confidential © mjunction services limited
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E. EDGE browser setting

Step:1
Open Internet Property by following :
Go to start menu>click Windows+Run>enter the command inetcpl.cpl and click Ok

I R O A 2 3

IDGHIERROR el e EDGE.CHR# DGHIEIDDER

Gontrol S DErectl/an mFUnctional s,
Pane!

il @ Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | inetcpl.cpl

[ o

@ 53CHaze A 7Gx % @ NG

Step 2:

Add the application URL to the Trusted Site List (Security> Trusted Sites)

Set the IE security levels as below (Security >Internet>Custom level):

v'Internet: Medium-high (default)

v'Trusted sites: Medium (default)

v'Select Enable or Prompt for the required ActiveX related options under ‘Internet’ and ‘Trusted sites’

SEORVMATIAGHVIENRY B (i e e i
@ Intemet Properties ? innovating for outcomes

General Security Privacy Content Connections Programs Advanced I

Home page

Usecurrent | | Usedefault | | Usenewtab |

Start with tabs from the last session
Start with home page ax Vi3 JGEICHRMRDGHIBIDDE

Tabs

Change how webpages are displayed n tabs.

Browsing history

Delete temporary fes, histary, cookies, saved passwords, and web
form information.

[ADelete browsing history on exit

Coors | | Lenguages || Fonts | | Accessbity |

o[ ol | [0

Confidential © mjunction services limited
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& Internet Properties

General Security Privacy Content Connections Programs Advanced

Select  zone to view or change security settings. innovating for outcomes

Localintranet Trusted sites  Restricted
sites

Internet

This zone s for Intemet websites,
except those listed in trusted and
restricted zones.

Security level for this zone
Alowed levels for this zone: Medium to High
Medium

unsafe 4 ’ e
content S 2 ) DGHIBIDDE
- Unsigned ActiveX controls will not be downloaded i

=
[[Jenable Protected Mode (requires restarting Internet Explorer)
[ customlevel... || Defauitlevel |
| Resetall zones to default level ]

Step 3: Open the Edge Browser

DJ@Newtab x\-l- - 8 X
G (a ER

Settings and more ( “

For quick access, place your favorites here on the favorites bar. Manage favorites now

Search the web Signin )]

60000000
Home Procurement. https

Procurement... DGH BIDDING SYS.. chrome Hipkart Amazon

' Like thisS
= MyFeed ™ WarinUkiaine  Coronaviis  News  Videos  Photos  Entertainment ¢ Personalize | | Content visible v B
Confidential © mjunction services limited

Page 8 of 21



[
mjunction
Browser-Java Compatibility Setting i o ukcmes

[im} J@Newtab x‘+ = =) X

C [al sl e & @ B8
B Newtab Ctrl+T

For quick access, place your favorites here on the favorites bar. Manage favorites now

B New window Ctrl+N
2 New InPrivate window Ctrl+Shift=N
Search the web

Zoom — 100% + 2
¥= Favorites Ctrl+Shift=0
Collections Ctrl+Shift=Y
D Histo Ctrl+H

Hipkart O v
4 Downloads Ctrl+)
B Apps >
= MyFeed = War in Ukraine Coronavirus News Videos Photos Entertainment & Personalize| {3 Extensions

@ Print Ctrl+P
(G Web capture Ctrl+Shift+S

&

Find on page Ctrl+F

-

e . g, & mode
el 3 . Saudi eatery shut after
This is what eating ginger every day for a -l More tosls >
month can do to your bOdy being made in toilet for 30.. | &8 =

@ OWwx 2 Help and fee®

Close Microsoft Edge

1 ¥

& C @ Edge | edge://settings/profiles W% = $

Settings Your proﬁle + Add profile

I Q bearch settings

!T" g 'Q’—\.
| @ Profiles x)xé
Privacy, search, and services

Appearance
. Profile 1

Start, home, and new tabs = Back up your browsing data and see your favorites, passwords, history, and more MM Sign in to sync data

on all your devices. Microsoft Privacy Statement

Share, copy and paste
Cookies and site permissions

Default browser

V2000 PrRCKIDEE S

Downloads
>
Family safety
Languages Passwords >
Printers
Payment info >
System
Reset settings £ Import browser data %
Phone and other devices
o & Profile preferences >
Accessibility
About Microsoft Edge
Confidential © mjunction services limited
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®
mjunction

inneeaatineg dod ouicomes

s o= B &[]

Settings

Q_  Search settings

Profiles

Privacy, search, and services
Appearance

Start, home, and new tabs
Share, copy and paste
Cookies and site permissions
Default browser

Downloads

Family safety

Languages

Printers.

System

Reset settings

Phone and other devices

ﬂDU\D@%C&\eaﬁl@@é@@

Accessibility

@ About Microsoft Edge

Settings and more (Alt+F)

Default browser

Microsoft Edge is your default browser

Internet Explorer compatibility

Let Internet Explorer open sites in Microsoft Edge (1) Incompatible sites only (Recommended) ‘

When browsing in Intemet Explorer you can choose to automatically open sites in
Microsoft Edge

Allow sites to be reloaded in Internet Explorer mode @

When browsing in Microsoft Edge, if a site requires Internet Explorer for compatibility, you can choose ta reload it in Intemet
Explorer mode

Internet Explorer mode pages

These pages will open in Internet Explorer mode for 30 days from the date you add the page. No pages have been added to the Internet
Explorer mode list yet

@ Edge | edge:/settings/defaultBrowser s = @

AR Type here to search

Add a page

Enter a URL:

l hnsz/epsAbuyjunction.in/gasbiddind

.

Page 10 of 21
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D | B Microsoft Start X

@3 Settings

unction

J¢

nerting ot QUICEETHS

X

< C @ Edge | edge://settings/defaultBrowser 8 o=
8 ‘https: bl tion.i bidding' added X
Settlngs Default browser ps://eps.buyjunction.in/gasbidding' adde
S h setti

Q. search settings Microsoft Edge is your default browser

Profiles Step 10: Reopen the

() Privacy, search, and services browser after SUCCESSfUI

farvETE Internet Explorer compatibility s e

(3 start, home, and new tabs
Let Internet Explorer open sites in Microsoft Edge () v

(& Share, copy and paste
When browsing in Internet Explorer you can choose to automatically og

T@ Cookies and site permissions Microsoft Edge

| B8 Default browser

& Downloads Allow sites to be reloaded in Internet Explorg Default v

& Family When browsing in Microsoft Edge, if a site requi xplorer for compatibility, you can choose to reload it in Internet

< Explorer mode

At Languages

© Printers Internet Explorer mode page: Add
These pages will open in Interrg Orer mode for 30 days from the date you add the page. You have 1 page that'll automatically cpen in

O System and performance Internet Explorer mode.

Reset settings

O Page Date added Expires
[ Phone and other devices . . P m

D https://eps.buyjunction.in/gasbidding 5/19/2022 6/18/2022 @
‘ﬁ' Accessibility

Confidential
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B. JAVA Set up and compatible JAVA Versions

Open Control Panel - Double Click the Java Icon to open the Java control panel

&

1t [ » Control Panel » All Control Panel ltems v e Search Control Panel o

Adjust your computer’s settings Viewby: Largeicons

s Add features to Windows & 2 3 2 ,zﬁ i A F
? Action Center g a1 @ Administrative Tools @ AutoPlay %@{ BitLocker Drive Encryption
&" Color Management @ Credential Manager Date and Time @ Default Programs @ Dell Audio
Dell Command | Power g 5 7 . <
E Manager m Dell Command | Update n Dell Touchpad r Device Manager g Devices and Printers
. Display @ Ease of Access Center j,_ File History Flash Player (32-bit) Folder Options
h Fonts Free Fall Data Protection Q% HomeGroup @ Indexing Options Intel® HD Graphics
= Intel® Rapid Storage 6 . < . . ‘ %—-
2 _bit) >
@ Technology = Internet Options = Java (32-bit’ %> Keyboard Language
s ) Java (32-bit) F
IP\—EU Location Settings @ Mail J Mo # (’\:‘::Nt;:rk and Shating Notification Area Icons
Eorith % 3 4 = $T
E{ Personalization a Phone and Modem \Q Power Options k’ﬂ Programs and Features & Recovery
9 Region ?zr:::;?gfsand Detiop @ Sound [éji Speech Recognition Eg Storage Spaces
1 2 - 5
@ Sync Center w\\ System D Taskbar and Navigation @ Troubleshooting % User Accounts
=
w Windows Defender ‘ Windows Firewall @ Windows Mobility Center [ Windows Update n Work Folders

9" a @& w8 1] o O e

a. Install Java Runtime Environment (JRE) 1.8

1. Please install Java Runtime Environment (JRE) 1.8 from the link provided below

http://www.oracle.com/technetwork/javal/javase/downloads/java-archive-javase8-
2177648.html#jre-8ul01-oth-JPR

2. Click Control panel 3. Click on Java icon in Control panel, following dialogue box
will come

Confidential © mjunction services limited
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n Java Control Panel

Confidential © mjunction services limited
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4. Click on Java ->View, following dialogue box will come

] s -
2] Java Control Panel =
1 B » Control Panel » All Control Panel ltems e e | v| & | | Search Control Panel »
General | Update | Java | seaurity | Advanced

View and manage Java Runtime versions and settings for Java applications and applets.

Adjust your computer’s settings View by: Largeicons ¥

’?’ Action Center 9 Qid tegtaresy User‘ | q& BitLocker Drive Encryption
&" Color Management @ Credential Mal pla- op Procilict- Bl acation path Rinfine parameters=) Embled  VArdute.: B Dell Audio
= 18 |18.0_111 http:/fava.... [Cr\Program ... | xas
[} DlliCammand | Rowee m Dell Comman ¢ Devices and Printers
& Manager =iy
! Display @ Ease of Acces: Folder Options
h Fonts Free Fall Data Intel® HD Graphics
Find | Add Remove
~ Intel® Rapid Storage ’ =
@/ Teihnolo 4] Internet Optio - Language
i Lo |[os]
\m Location Settings @ Mail = Notification Area Icons
.. . - -
!,’ Personalization /# Phone and Mo res * Recovery
: Cancel Apply
" Region L Remote \ppar) — =7 Storage Spaces
& 9 Connections = T b S ‘5¥ 9 2P
@ Sync Center &“ System Taskbar and Navigation ‘E Troubleshooting % User Accounts
@ Windows Defender ‘ Windows Firewall @ Windows Mobility Center [ Windows Update h Work Folders

ol ) ENG 1:45PM

INTL  1/13/2017

5. Enable JRE 1.8 (if not enabled already) and Disable all other JRE’s (if notdisabled
already)

Confidential © mjunction services limited

Page 14 of 21



junction
Browser-Java Compatibility Setting

| %| Java Runtime Environment Settings X
User Systemi
Platform  Product  Location Path Runtime Parameters  Enabled
1.8 1.8.0_73 |htip:/fjava.s... [C:\Program Files\Jav... @]
1.7 1.7.0_25 |http:/fiava.s... [C:\Program Files\Jav... [

6. Click OK

b. Compatible JAVA Versions

a) Platform — Windows 7/8/ IE 9/10/11/64 Bit

1. Please Install Java 1.8 Update 91/101 (Both 32 & 64 Bit).
2. Also Please Un-install all other versions of Java present in the system.

3. Open your Internet Explorer (9/10) - Go to tools - Internet Options - Security -
Trusted Sites- Add the "https://eps.buyjunction.in/gasbidding" URL.

Tools - Internet Options -Manage Add On's - Enable all Java Plug INS.
Tools - Internet Options - Security - Custom Level - Reset to medium Low.

Control Panel - Java - Security - Lower the status Bar to medium.

N oo v &

Control Panel - Java - Advanced - Enable Logging in.

b) Platform-Windows 10/IE11/Edge/64 Bit:

1. Type the website address on Microsoft Edge

2. On the extreme Right Hand side, you will find 3 dots, please click on the same &
choose ‘Open with Internet Explorer’

Confidential © mjunction services limited
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3. Please Install Java 1.8 Update 91/101 (Both 32 & 64 Bit)

4. Then Follow the same settings as mentioned above.

c) For Windows 7, 8, 10 with 32 Bit Systems Only Install the 32 Bit Java.

d) All required Java downloads can be obtained from — java.com /
www.filehorse.com

Confidential © mjunction services limited
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C. JAVA Console and URL Compatibility

To allow the browser to launch the JAVA application, the designated/required sites
need to be added to the JAVA site list. The steps are provided below:-

a. Add to Java Site List

Start - Control Panel - Java - Security tab - Click "EDIT SITE LIST" button - ADD — type
url (as mention below ) to use, -Click ADD button to save - OK.

For Gas Bidding : https://eps.buyjunction.in/gasbidding

0 (T
General | Update | Java Security | Advanced |

Applications launched from the sites listed below will be allowed to run after the appropriate security
[V Enable Java content in the browser prompts,

Location
S://€pS.Duyjuncuon.in -
Security leve! for applications not on the Exception Site list https://epsdemo.buyjunction.in
https: /fiepsdemo.buyjunction.in
€ Very High

https: //pacildemo.buyjunction.in
Only Java applications identified by a certificate from a trusted authority are allowed to run,

and only if the certificate can be verified as not revoked.

https://pgcileps.buyjunction.in
https: //procurement. metaljunction.com
e 5 roT—

Java applications identified by a certificate from a trusted authority are allowed to run, even

https://waw.example.com/dir] or https:[/www.example.com/app.html
if the revocation status of the certificate cannot be verified.

Add l Remove
1l FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate E Cancel I

security prompts.

ttp:/fjavatester.org ﬂ

ttp:/flocalhost -

ttps: //bheldemo.buyjunction.in ;] Edit Site List.... |

Restore Security Prompts | Manage Certificates... |

ok | cancel | aopy |

b. Security Medium

Start - Control Panel - Java - Security tab - Select the security level scroll bar - Pull
down [or select radio button] it to MEDIUM and click Apply

Confidential
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[Z| Welcome to mjunction Enter... L]

1% €] Suggested Sites v &] Web Slice Gallery v || Welcome to mjunctiol

& https://eps buyjunction.in/QEPS/security/getDGHSignInAction.do

- @8 Search.

tion

ot augomes

Jun

*.° Gas Bidding

Powered By mjuncti

SIGN IN REGISTER FAQ ABOUT US BROWSER SETUP BI]

System Requirements

This site is best viewed in Internet Explorer 9.0. If you are using Internef

mjunction services Itd. doesn't take any fee /charge for Providing Vendoi
Due to security vul ilities, all users are d to configure the fq
(a) Configuration of TLS 1.2 in Internet Explorer.
(b) Installation of Java Runtime Environment 1.8 latest update.
(<) Configuration of TLS 1.2 in Java Control Panel

You may please refer the 'Browser Setup’ tab for details.

New Open Tender has been published for Gas

NEW

Java Control Panel
General Update Java Security! Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list
(O Very High

Only Java applications identified by a certificate from a trusted authority are allowed
to run, and only if the certificate can be verified as not revoked.

(®) High
Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

http://javatester.ogg ~
https://com.ncos e
https: //eprocdemo.cgstate.gov.in/ v Edit Site List..

Restore Security Prompts Manage Certificates. ..

Cancel Apply

X

Wednesday, February 03, 2021 12:08:13 AM

PASSWORD

ORGANIZATION ICA\RN INDIA

Forgot Password?

New User?

I

For any queries please feel free to call us on 033~
6601-1717 / 033-6603-1747 / 08584008162

Tender Document Reference Number: [ TO_BE_ADDED. LATER |

Tender Documents:
1) Document_001
2) Document_002
3) Document_003

Pr der

Open Tenders Approaching End Date

<

H £ Type here to search

c. TLS - Set up:

Timing: [ Monday to Saturday from 9:30 AM to 5:30
PM (Except Public/ Scheduled Holidays) ]

If you are not registered with us you can call us on
033-6601-1717 / 033-6603-1747 / 08584008162

Procedure For Online Registration In EPS For Open
Tender Suppliers.

12:36 AM
2/3/2021

kD

Follow (i) — (iii) as describe below with screen shots

(i) Click on Advance tab, following dialogue box will come

Page 18 of 21
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A 3ava Control Panel B

Debugging
i--[¥ Enable tracing
[v Enable logging
«.[” Show applet lifecycle exceptions
Java console
~..{&" Show console
- Hide console
“.{™ Do not start console
Default Java for browsers

iJ¥ Microsoft Internet Explorer

----- [V Mozilla family
Java Plug-in
.|V Enable the next-generation Java Plug-in (requires browser restart)
Shortcut Creation
T Always allow
----- " Always allow if hinted
~.{" Prompt user
(¢ Prompt user if hinted
™ Never allow
NLP File/MIME Association
™ Always allow
(¢ Prompt user
™ Never allow
Application Installation
(%" Install if hinted
w-{" Install if shortcut created
“.{" Install if hinted and shortcut
L Never install

Coamrn Exvemmabian Cmsirammant

s

junction

nerting ot QUICEETHS

=101

k.

| OK I Cancel I Apply I

(ii)

Pull down scroll bar, Ensure the following settings are done as shown inbelow

dialogue box:

a. Use SSL 2.0 is unchecked
b. Use TLS 1.0 is checked

c. UseTLS 1.1 is checked

Confidential © mjunction services limited
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d. Use TLS 1.2 is checked

| _
[ General | Update | Java | Security] Advanced

(@) All certificates in the chain ot trust
b ) Do not check (not recommended)
Check for signed code certificate revocation using
----- (") Certificate Revocation Lists (CRLs)
------ ) Online Certificate Status Protocol (OCSP)
(@ Both CRLs and OCSP
Perform TLS certificate revocation checks on
)| | @) Server certificate only I\
) All certificates in the chain of trust
“-(7) Do not check (not recommended)
Check for TLS certificate revocation using
...(7) Certificate Revocation Lists (CRLS)
‘ ") Online Certificate Status Protocol (OCSP)
‘(@) Both CRLs and OCSP
Advanced Security Settings
----- [] Enable the operating system's restricted environment (native sandbox)
-[¥] Use certificates and keys in browser keystore =
------ Enable blacklist revocation check
----- Enable caching password for authentication

----- [ Use SSL 2.0 compatible ClientHello format
----- Use TLS 1.0
i--{¥] Use TLS 1.1

Miscellaneous

------ [] store user settings in the roaming profile

m

[] Place Java icon in system tray

----- [7] Suppress sponsor offers when installing or updating Java

1

[ oK ][ Cancel Apply

(iii) Click Apply and then OK

D. Checking JAVA Installation

To access Digital certificate for Signing & Encryption/Decryption based solution, an appropriate java
version must be installed into the system and also plugged-in with the browser. To ensure such
installation along with plugged-in with browser, perform any one of the following options. On
completion of any one of the option, it will display java version installed in your system ensuring that
this version is plugged-in with the browser.

Confidential © mjunction services limited
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(a) Option-1: Conduct testing by using http://javatester.org/
STEP 1: Open IE
STEP 2: type javatester.org in address bar
Observation: Below page will display (look at the arrow)

/6 Java Tester - Home Page - Windows Internet Explorer I —(8]x]

O = W o avatestorang D] 4| %] 7] welcome...| 2] welcome... | 5] welcome...| 5] welcome... | & buyinc...| (& mancto. | & @code .| & vewrab | W1 3. [l e
| File Edt View Favorites Tools Help

Website by

SREY. Michael Horowitz

See my Defensive Computing blog at Compﬂ?erworid.com

$ Test the version of Java used in this browser

Jl Java security news

February 8, 2016: Java installer flaw shows why vou should clear your Downloads folder by Lucian Constantin for Computerworld.

February 5, 2016: Java 8 Update 73 and Update 74 are released. The security baseline remains Update 71. Both versions will expire on April
19, 2016.

January 28, 2016: I have seen the future and it does not include Java running inside a web browser. Oracle blames web browsers for no
longer supporting the quite-old NPAPI plug-in standard. Why Oracle can't move Java to a different plug-in interface is not discussed. As a
substitute for Java applets, Oracle suggests Java Web Start apps. These are full blown apps, written in Java that are downloaded to a Java
cache on your computer and run from there, outside of any web browser. Java Web Start apps can automatically self-update and the run in a
sandbox by default. User action is required for them to break out of the sandbox. Different Java Web Start apps can run concurrently and use
different versions of Java. The security issues with Java were always tied to the web browser interface, the language itself was never a
security issue. More.

January 19, 2016: Java 8 Update 71 is released. It fixes critical security flaws, as usual, and is now the Security Baseline. Update 71 is
scheduled to expire on April 19, 2016. Also released was Update 72, described by Oracle as "a patch-set update, including all of 8u71 plus
additional features". Then too, there is a BPR (Bundled Patch Release) and a public edition of Update 72.

November 16, 2015: Java 8 Update 66 is released. Although the Release Notes say "This release contains fixes for security vulnerabilities,"
the security baseline, however, remains at Update 65. Update 66 is scheduled to expire on January 19, 2016.

October 20, 2015: Java 8 Update 65 is rel d. It fixes a bunch of bugs and is the new security baseline. It is due to expire January 19, ©
anie |
H100% -

Orstart| €@ wodave| Lo | O o, [E0ave. @ssie | st | Medt.| oo | BRee. [ % 172, % 17, | @sys...| @ ok @ wr... | B co... ;Mm(@sm Desktop |2 [ [ w«fll [y 1:25PM -l

STEP 3(a): Click test the java version used in this browser (above screen shot).
Observation: Message in red-circle, which display java version, this ensures the presence of
java along with version information. If the version is displayed correctly then it means that the
Browser is recognising the java installed in your system. This also means that the Installed
java is working properly
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/5 Java Tester - What Version of Java Are You Running? - Windows Internet Explorer provided by Mjunction Services Limited i =18]x|

O~ Wo watesirorg oo 2 21 [ |1 v vestar whet verson xl. ok
| Fle Edt View Favorites Tools Help

Website by
Michael Horowitz

See my Defensive Computing blog at Computerworid.com

What Version of Java Are You Using?

On a computer with multiple web browsers, be sure to check the Java version in every browser. I say this because multiple copies of Java can
sometimes be installed with different browsers using different copies. Also, Java can be enabled in one browser and disabled in another.
Note: The portion of Java that runs programs is referred to as either the Java Run-time Environment (JRE) or the Java Virtual Machine (JVM).

I Method 1: Ask Java

This is my favorite - straight from the horse's mouth (so to speak). The Java Run-time Environment is aware of its version and the company
that authored it. So I wrote a very simple applet (the source code is on the About page) that gets this information from the JRE and displays it
in a pink rectangle.

The version and vendor from the JRE

Java Version: 1.8.0_77 from Oracle Corporation

If Java is working, you will see a pink rectangle above with one line of text that says something like:

Java Version 1.8.0_25 from Oracle Corporation or
Java Version 1.7.0_67 from Oracle Corporation or
Java Version 1.6.0_45 from Sun Microsystems Inc. or
Java Version 1.6.0_33 from Apple Inc.

Version number translation: 1.6.0_34 is, in Englis

AV
The initial *1" is ignored as is the third digit. Ask Oracle why.

opdaTE sy

[‘_’%M—-':/:
Dser| € M| ) @ @] st.|mio. [@im. |Me. [H1. BB | S5 | Tu.. |@e (@I Be. | @l | R [[of3. | vesktop »[2 [5 67 8 G5 szs1em 1

STEP 3(b): If java is either NOT working properly or NOT installed in your machine, display
page will looks like as below:

E Java Tester - What Version of Java Are You Running? - Windows Internet Explorer

S]]

Gg;' v |ﬁ http://javatester.org/version. htm!
| Fle Edt View Favorits Tools Help

Website by
Michael Horowitz

See my Defensive Computing blog at Computerworld.com

What Version of Java Are You Using?

On a computer with multiple web browsers, be sure to check the Java version in every browser. I say this because multiple copies of Java can
sometimes be installed with different browsers using different copies. Also, Java can be enabled in one browser and disabled in another.
Note: The portion of Java that runs programs is referred to as either the Java Run-time Environment (JRE) or the Java Virtual Machine (JVM).

 Method 1: Ask Java

This is my favorite - straight from the horse's mouth (so to speak). The Java Run-time Environment is aware of its version and the company
that authored it. So I wrote a very simple applet (the source code is on the About page) that gets this information from the JRE and displays it
in a pink rectangle.

The version and :ond-- fram tha TIRE

X

If Java is working, you will see 3 pie & L e at says ing like:
Java Version 1.8.0_25 from Oracle Corporation or
Java Version 1.7.0_67 from Oracle Corporation or

Java Version 1.6.0_45 from Sun Microsystems Inc. or
Java Version 1.6.0_33 from Apple Inc.

Version number translation: 1.6.0_34 s, in English, Java 6 Update 34
The initial "1" is ignored as is the third digit. Ask Oracle why.

=
[®Ri00% -/
Drsart| @ wsave| ) o | D om [[Eav. @ssio | ste.. | Mest..| 5o | Bre.. [ % 172 | B v | @sys...| @k [ @ | o, | @i ot | Rsoi.. | veskop >[2 5 G afl G5 t3sev B
In this case download latest version of java  from
http://www.oracle.com/technetwork/java/javase/downloads/index.html and install in your
machine.
Confidential © mjunction services limited
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(b) Option-2: Conduct testing by using Verify java link in java.com
https://www.java.com/en/download/installed.jsp
STEP 1: Open IE

STEP 2: type https://www.java.com/en/download/installed.jsp address bar
Observation: Following page will display with ‘Agree and Continue’ button

/E Verify Java Version - Windows Internet Explorer (8 x|
@:; < [%) https:/jwww.java.com/en/d

| Fie Edt View Favorites Tools Help

ozt 0 ]| G 1denti...|| ¢2 | X | [z Weicon I@wdm |@wdm | 5] weko... | & buyiun... I @Empiwl 2 ()Cod... I 2 NewTab I.j)avaTm | || Veri... X I_I ) 2.9 fe?

H

Download  Help

Hele Resources Verify Java and Find Out-of-Date Versions

2
» Lihatls Jawa? Check to ensure thatyou have the recommended version of Java installed on your Windows computer

» Remove Older Versions and identify any versions that are out of date and should be uninstalled.
» Disable Java

» Error Messages
» Troubleshoot Java Agree and Continue
» Other Hell

All Java Downloads

By clicking Agree and Continue, you acknowledge that you have
read and accepted the license terms for the verify and find old
versions feature.

If you want to download
Java for another computer
or Operating System, click

the link below.
All Java Downloads g After clicking the button, the Java detection app will ask for permission to run. Click Run to
allow the application to continue.
If you recently completed your Java software installation, restart your browser (close all
browser windows and re-open) to enable the newly installed Java version in the browser.
Javascript must also be enabled.
If you prefer to simply verify your Java version and not accept the license terms, you can do so
from the verification page
Select Lanquage | About Java Feedback ORACLE
Privacy | Terms of Use | T

R00% -
Oistart| € wode [0 [P ome[[@ver. @sso | st [ Med | oove | Bren [ % 17 [ % 7. | @Sy [0 @ | o | G Un... | Rsni| Desktop »[2 ) |5 B af (y 220PM B

STEP 3: Click Agree and Continue
Observation: Below screen will appear which displaying message about the existing java
version in your system along with latest available version.
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g X
L. htps/java.com/en/dovnioad/un 0 ~ @ Identiied by .. || T MSN india | Hotrm.. [ s2va ninstan ... || [ RAdEeS

File Edit View Favorites Tools Help

Search @, A

Download  Help

Java Versions on Your Computer

Q Congratulations!
You have the recommended Java installed
Version & Update 111

No out-of-date versions of Java were found.

Return to the Java.com home page

Multiple UAC (User Account Control) Dialogs As removing Java from your computer requires
administrative permissions, Windows might trigger a warning requesting permission to run as an
administrator for each one of the Java versions that are to be removed. More info

| earn mare ahout the .1ava Uninstall toal

] o bl gy NG TEPM

INTL  1/13/2017

STEP 4: If java version displayed in above screen is version 8 with update 91 or more, it will
work.
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E. Dos AND Don'ts

Do’s

junction

Don’ts

JAVA « Install JAVA 1.8 with latest updated o Installing incorrect versions of JAVA
. Keeponly one JAVA 1.8 installed in Keeping all of them installed in user
system. system
«  Set JAVA Security to High Setting JAVA Security to Very High
Browser «  Use Internet Explorer only Using Mozilla Firefox, Chrome, Opera
. Usel.E9orabove. etc as browser
. Set Compatibility mode properly for I.E Using I.E 8 and below.
10 and I.E 11. Setting Compatibility mode improperly
for LE 10 and I.E 11.
. Enable Include Local Directory Path when NOT Enabling Include Local Directory
uploading files to a server...... option in Path when uploading files to a
I.E->Tools->Internet Options- server...... option beforehand and
>Security->Custom Level-> started attaching documents
Miscellaneous->.... Before attaching any
document during bid submission
Regional & .  Set the Regional & Language Format in Setting the Regional & Language
Language Control Panel to ENGLISH (UNITED Format in Control Panel to some options
Settings STATES) such as ENGLISH(INDIA) or
ENGLISH(UNITED KINGDOM) etc
DSC « The DSC requirement is CLASS 3- SHA Using CLASS 1 or 2 DSC.
2- 2048 BIT SIGNING AND Using only SIGNING certificate
ENCRYPTION COMPONENT Or ENCRYPTION certificate
SEPARATELY. Using Expired Certificate EToken
. . The DSC should not be expired The Drivers Not installed or installed
EToken Drivers must be installed improperly
. broperly Root Certificates Not installed
Root Certificates must be installed
Registration « « Register properly in EPS. Incorrect / Incomplete Registration in
in EPS/ ID The Bidder Name during _registration !n EPS with Invalid PAN No.
& Password / EPS must be same as the Bidder Name in The Bidder Name during registration in
. DsC. EPS is different from Bidder Name in
DSC_: ] Contact Helpdesk for DSC Activation DSC.
Activation
Bid . Encrypt the attachments properly to Improperly encrypting documents
Submission generate files with .enc extension Check generating corrupted files of 0 KB
. thesize of the .enc files which must NOT NOT Checking the size of the .enc files
be 0 KB. NOT Uploading the .enc files. Rather
. Upload the .enc files properly at proper trying to upload .pdf, .xIsx etc.
place. (unencrypted) files
Post submission of bid, download the Post submission of bid, NOT checking
*  attachments and decrypt to ensure that the uploaded files by decrypting
attachments has been uploaded properly Submitting bid at last minute which is
and corrupted files were NOT attached prone to errors and corrupted bid
Submit bid well before tender due date to submission
* avoid last minute issues and for peace of
mind
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